901

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.31, NO.5, Oct. 2021 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2021.31.5.901

=i olx] A% WAoo BT e
=5 Aslol] wlol o}l A% £4°

HezE" dste g 3y
"ZHBCHEm (DA, W)

Performance Analysis of Docker Container Migration Using Secure Copy in
Mobile Edge Computing*

Wonjun Byeon,"™ Han-wool Lim," Joobeom Yun?
12Sejong University (Graduate student, Professor)

2 o

mutd 7)7)E o 27 7R ol odAt Abde] AlgHelr] wlitel Fele-=E dg-ste] AHFESAY HelE
5 AAske Aol olrh. 5GE <3| AAZMde] Fad Aol wpe}, F4 FERpmrRo) ARt 7k $1A
A AFEshe A Fehse Wk g A7oF FEC AR AR Q4% 7)ATe] dA] FERse)
Fe|Hel Ayl "olA4E UEA A S50 =8 A gl ujeba] g M) o4& fElM= Tk
Az Feerr ofEFe|AelAdS mleladeld & F Ao St = IAE 2 A} FHA |, 7}
2 mAle wjel] olnlx] =77t AHA SR shE A ZEelU A o EE Aol S gt 712 vieo]1yo]
A AT vENZ AlEHlEE ARl At AlEdelels A" e AFEE7] wstel] AAl 37004
o] AR AolHe] Al w=dF, i AT 53 o|vIAE vhe] 1ol Fh WAl ARSI, ol
E 7 g k3 g 98-S derh B E=Foxe AA @A oA e 7S T3l doly g%
31 Agukalel ok EA(Secure CoPy) WA & Ao E vlo] o] gtk i AA4 Wkl F 3kl U

A= gfel Al~#(Network File System)3} vho]z#o]Ad A7He vlawely HdA Ele ¢3) vEY= FA

ABSTRACT

Since mobile devices have limited computational resources, it tends to use the cloud to compute or store data. As
real-time becomes more important due to 5G, many studies have been conducted on edge clouds that computes at locations
closer to users than central clouds. The farther the user’s physical distance from the edge cloud connected to base station is,
the slower the network transmits. So applications should be migrated and re-run to nearby edge cloud for smooth service
use. We run applications in docker containers, which is independent of the host operating system and has a relatively light
images size compared to the virtual machine. Existing migration studies have been experimented by using network
simulators. It uses fixed values, so it is different from the results in the real-world environment. In addition, the method of

migrating images through shared storage was used, which poses a risk of packet content exposure. In this paper, Containers
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are migrated with Secure CoPy(SCP) method, a data encryption transmission, by establishing an edge computing environment

in a real-world environment. It compares migration time with Network File System, one of the shared storage methods, and

analyzes network packets to verify safety.
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Table 1. Comparison of NFS and SCP Migration Time
Migration Time Run Time Total Migration Time
Container | Image Size NFS SCP NFS SCP NFS SCP
Busybox 1.24MB 2.179s 1.041s 2.557s 0.394s 4.736s 1.435s
Ubuntu 72.7MB 14.402s 9.117s 20.657s 1.161s 35.059s 10.278s
Tomcat 667MB 144.209s 87.23s 140.416s 7.361s 284.625s 94.591s
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Fig. 10. Check the packet with WireShark. (Left - SCP, Right - NFS)
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